-

orate of Operations has a centralized infor-

The Direct
mation marzzazent system, directed by the Information:
Managemenz S:af£f (IM5), which deals with all aspects of
records kes=zing under Title 44 USC including related ADP
applications, plus information flow, control, storage,

.classification, compartmentation, and protection of sources
and methods~ '
o
This cantralized information management function gives
IMS the leacing role in conceiving, designing and implementing
information svstems to meet the operational requirenents of
the Directorate of Operations. Management of information
systems includes, in the DO, control of these same systems,
making IMS -at once both the creator and a najor user. .
. L]

~ In this context, in the summer of 1975, IMS began a major
review with the aim of modernizing the DO information nanage-~
ment system,. taking into consideration changing operating
conditions in the- Field, new legal constraints as well as
budget and personnel limitations. The effort resultted in a
report -in Nowvember 1976: The DDO Records System: A blueprint .-
for the 1980°'s. . -

-

One of many recommendations in that report was a .
phasad *develosment of automated information and operational
support systems for the field.  The DDO approved that
recommendation on 30 December 1976, with the following
initial objectives and tentative milestones:

short term (within 3 years), [by 1980]
field stations to achieve greater effici—
etter cover, and reduced visibility by:

&

g sclected field station paper
s (files and indices) to a minimam;

-~ providing reliakle, secure digital storage

' (Limited) for essential and especially
sensitive documents and indices which could
be rapidly destroyed and ecasily reconstituteds
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-~ providing field stations with the capability
to receive, store, retrieve, and conpose
messages using cathode ray tube (CRYT)
display terminals;

—_ interfacing with the Office of Communications®
Automated Field Terminal (AFT) and NOC
connunications systens; :

the mid term (within 6 years), [by 1983]
rovide direct access to Headquarters information
services by the field station and by the ROC
oZficer; provide for remote updating and recon-
stitution of digitally stored files and indices,
and interface with two-way agent and NOC communi-~

cations systens;

=

{ﬁ. L. ,:%%.‘I‘S'l,ﬂﬁudw“u;ﬁ mm

N L

-

¢. in the long term (within 10 years) [by 1987]
provide automated support to two-way communication

o electrical messages, data, and bulk document

and. facsimile between NOC, t+he field stations
. and Headguarterse.

CRAFT's direction and goals today are similar to the -
ones that were expressed over two years ago; however budgets =
and personnel cuts have delayed the time schedule, and 7
emphasis has shifted comewhat away from NOC's and facsinila
[The development of the d Testbed and the ovér: X1A
implementation schene for CRAFT are outlined in Appendix b.]

The key features of this concept — acronym CRAFT — were -
and are: (1) an overseas orientation; (2) a phased, step~by-—
step introduction of automated processes; and (3) integration
of field stations into existing ADP applications already
servicing the DO at Headquarters. As a result of a decision
by the DDCI in 1578, CRAFT is not a budgetary line item.. It
instead became a conceptual framework for an incremental
building-block approach to introduce elements of information
automation.to the field, each step to be tested and tailored
to Stations! needs and capabilities, with accumulated experi-
ence addad to each follow-on step. ’

. Q
I;&MW"
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p

2

| s g CRET |
Approved For Release 2001/04701 ~CIA-RDP84-00933R000500140017-6




There

s, it must be emphasized, a long~standing and

i
absolute reguirement for compartmentation of DO operational
inforpaidgg from all other Agency holdings. This does not
us

» compartmentation of the data, but also of the

L=+ use the data. The protection of DO assetls and
their activities is of such overriding concern, at a time
when pressuras work to break down compartmentation, that the
Deputy Dirzctor for Operations has specifically oxdered the
containmans of DO operational information within this
Directorata. » . S

“Involve ju
systems th

'

-

‘Requirement:

>

The Directorate of Operations' mission is principally
to recruit clandestine assets to collect intelligence and
counterintelligence overseas. In information management
terms, the kev ingredient in this mission is the names and -
activities of people. People are the substance of nearly
all DO operational traffic. Our problem has always bech how
to get the maximum amount of pertinent information on a
farget person or activity to the operational decision-maker.
in the shortest time. We have upgraded our information
systems pericdically since the early 1950's. These upgrades
include the lU0-year ALLSTAR development which enables comput-
erized tracing, document location, personal -accountability
for materials, access controls, on-line updating of indices,
and the digital capture and storage of most operational .-
messages. These features improve the quality and speed of
gaining access to information at Headguarters. They
already exist! They are the basis for .automating key fiecld
installations in the future connecting them to Headguarters
computer powar for direct fracing and references. (1t is
important to remember that field files and indices are not
formal recorés; Headguarters keeps all official operational

records.)

The validity of this systems concept depends, however,
on its prazcticality overseas. -Tn December 1976 the Deputy
Director for Operations approved IMS' recomnendation to
design and test a prototype in a live domestic opera-
tional environment where mistakes could be minimized and
system fzilures repaired easily. is LIPSX1A
testbed. A CRAFT Interdirectorate Board and subsldiary
working group, both comprising members of the Offices ol

&y -

3
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Communications, Security, Finance, Data Processing, Training
and Technical Servicdes, and chaired by INS, began Lo define
the I :rrlication in mid-78. A requircments papeByqa
Yanagement Plan have becn published and the

v Committee has been briefed about the

am. It will be functional in April 1880 fo
ficers to use and test against the short-tepgx1A
requirements noted in the Background secFion above.

e ¢t <

please note that, in its first stage, NG v5125X1A
draw comptterized traces and references from its own local
storage, not irom Headguarters. bBut betause nearly all_of
operational reporting is done electrically., EEK§A
can reconstitute or enlarge operational traces and correspons
dence from the Headquarters data base whenever necessary.

Capabilities

Automated field Stations will operate, with extremely
 few exceptions, under official cover. MODE limitations
and cover considerations following from this fact already
operate to hold down the total number of personnel who can
be placed overseas. OStation suppert row requires that &
number of positions in the field be dedicated to personnel
from the Offices of Finance, Logistics, Communications and
Security, plus clerical personnel. From the DO's viewpolinl:,
the existence of some of these functions overscas deducts
from the total number of operational officers who can ‘be
placed in the field, and thus eats into the Station capabili-
ties to work against operational missions. Computerizing
finance journals, equipment inventories, safehouse records
for direct transmittal and audit at Headguarters should
eventually raduce field manpower expenditures for these
support activities. Interfacing the Office of Communications
Automated Fis=ld Terminal (AFT) to a CRAFT terminal will allow
cables and telepouches to be prepared initially in machine
language and-transmitted without re-keying, thereby eventu-—
ally cutting down on the number of communicators needed in
the field- srsonnel savings and more efficient use of
operaticns rsonnel in the field should be a significant
benefit gainsd by automating field stations.

',y'}

De
e
e i -

We also count on improvements in Station records
managemant; reducing the need for registries; reducing
pouch needs (now costing over $2.2 million per annum); and

significantly reducing the profusionvof paper and coples,

4
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regulations,.required forms, and office machinery (type—
writers, Xerox machines, safes) now needed to support & paper
bureaucracy. With information in machine language, vwe cxpeclt
commensuratz improvements in field security and protection of:
sources/me=hcds information by controlling data in machine
form, ané iz the freedom to destroy and reconstitute Station

r i= .emargency situations such as we experienced in
and more recently in SOmRC Africarn REKYA
Latin American Stations. ‘ _ o : :

I+ is_+to .be noted that the Department of State and the
FBI are automating some of their posts for the same reasons
and in the :szame time frame we contemplate.

The personnel, security and efficiency savings are just
one aspect ¢f what we expect to gain. As noted above, the DO
information management objective is to give the line opera-”
tions officer more information, faster, and in a better form
to facilitate decision making. Counterintelligence opérations
and positive intelligence operations frequently involve
analysis of Jarge masses of data on target personalities.
Through the-existing ALLSTAR computer compilation and manipu-—
lation features, Headguarters will be able to transmit to the
field = in a £form the field wants — aggregate collections -~
pertinent and trailored to immediate operational objectives. i
Currently such compilations as, for instance, lists of known
“intelligence personnel, travel patterns, and presence lists
for individual countries are sent to the field in microfarm
or Xerox listings with delays of weeks or months depending on
the priority of the need. Operational traces now reguire a
desk analyst to sift through existing paper files and sumuar-
ize current holdings to the field. Under the CRAFT caoncent ,
.this process can be speaded Uup exponentially, even to the
point of forwarding all pertinent index data and references
‘to the field before OY in parallel with the Neadguarters
analysis of_the operational develcpment.- We already have the
capability to assemble the indices and references at Head—.
quarters. -The CRAET approach will allow us ro disseminate
information, and the Stations to hold it; purge it (without
Fear of losing it if neseded later); and to a limited extent

e it to suit .local and immediate nceds.

5
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Introducing Aztomated information Control and ¥low

at a Field 3:zacion

rance of new information, how it is acquired,

I e

$eis D

The zubs
jts sensitivity, gquality, urgency and its pertinence to otherx
data all vary and dictate the kind of handling for each

-m of information. The Station operations officer

A
gets the © inal agent report oOr operational developnent.

rigin

e

He reviews tnat information against station holdings, and
makes an iritial decision whether the new data s for internal
station use cnly or should be reported to Headquartcers. He

prepares correspondence appropriate to the -circunstances.
This is reviewsd by the Chief of Station, who authorizes its
retention or dissemination to Headquarters. Information
‘going to Headguarters electrically is processed through the
station's co——unication facility and transmitted to Head-—
quarters for relay via the Cable Dissemination System (CDS)
fo the action element at Headquarters. Headguarters reviews
that information in the context of ALLSTAR holdings, incorpor-
ates new data into ALLSTAR and — in many cases - reports back
to the station pertinent analysis and commentS. Sensitive
operational correspondence 1is controlled by the Chief of
Station in the field. At Headquarters, sensitive sources and

methods are controlled through a variety of compartmentation

and routing procedures.

~ Station mzkeup also affects this "individualized” |
information f£low. Size, mission, cover and operating ,
environment all shape Gifferent stations in different wayse.
There is no "typical® overseas station in these terms, but
there are rough similarities amon small, mediurm and large

T
"Jarge" station which, for reasons of mission, proximity
to Headguarter nd low risk appeared to be the best testing
arena. has been chosen as a ngmall® statlo@5X1A

test site.

“
o

The f£irst step. in automating 25X1A
must be to nave both operations and clerical personnel gain
familiarization with and confidence in word Hrocessing
equipmant. We have completed this step in_ ' 25X1A
and the reaction is encouraging. The second step involves
linking seveoral word processors, permitting intra-—-station
encrypted electrical transfer of cables and menoranda. (In

it required over six man-hours per veek to transfer
material in brief cases oOn the street with attendant secur A
6
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implications - a person was struck by an automobile during
one such transfer.) *. Once this process is proven workable, wve
will then connect the word processing network to a standalone
minicomputzr loaded with the Station's refercnces and indices.
This wiil =l1low a person using word processing equipment to
request refesrences and traces from the Station personality
index. They also will be able to update cash journals, loys,
inventories and other operational support files. “he intro-
‘duction of a mincomputer at this stage will enable a variety
of systems controls for required compactmentation and routing
of correszondence on "need-to-know" criteria established by
the Chief .¢Z Station. : -

Depending on the outcome of the I na DCD expedXIA
ences, we will build the first overseas prototype to be R
installed, teptatively, in FY 1952. NN 2°X1A

Stations have already expresscd an interest.

-

TIf that is successful, we would probably move to automate 25X1A
,abou_tMMtations from FY 1983 through EY¥ 1985. In
each o > Ldld field Stations we plan to use the sama
chased approach used for the ﬁ testbed. The ena2oX1A

objective in each c&se 1S a ssecuie; compartmented, communicat-
ing network of intelligent terminals connected Lo & central

Station information/communication processor. This combina~ =

tion in turn connects to the Staff communications network .
which transmits narrative messages and data, and ult1m§teiy
‘affords access to the DO data banks at Headguarters.

1

rher Architecture Considerations:

At Hea
Automated F
short term

arters we intend to utilize CDS and the

ring and Reproduction System (APARS) in the

the dissemination of DO traffic. Other

3, such as COMET (Collection off Messages

. Electrically Transmitted), STAR (Special Trace and Retrieval,
DORIC/W (replacing WALNUT) and the Document Locator System
store, retrisva and control the destruction of reference

" informakticn. Later (1582) we aim to begin installing
terminals/printers in DO country Branches which will be used
for: :

i I ot

1) recsipt and trensmission of message trafific

2) access to the COMET, STAR, DORIC/W data bases.

7
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We will depend upon matriculation into the Headyuarters
Wide Band 2335 system to disseminate field messages and data
to Headquarters userS and our storage/retrieval systems.
The BUS also will be used to interconnect our Headguarters
customers with DO information storage/retrieval systems
mentionad zbove.

The stz=ff communications system linking the field to
Headguarters is a key part of this process. We will partici-
pate in the MAX/SKYLINXK Upgrade during this same period to
meet field rescuirements for data communications with Head-—
quarters 2nd to insure we stay compatible with Office of
Communicaticns® planning. ' '

CRAFT and SAFE

-

In the field, we plan to use off-the-shelf equipment

that is proven and compatible with ALLSTAR as well as with
_Office of Communications eguipment. Cover and security
requirements, varying and sometimes undependable electrical
service, and individual Station communication interfaces will
necessitate customizing of Agency standard cquipnent at some
field installations. Distinct from SAFE which aims to be a
conmplete automated information handling system for message =
handling and published intelligence in the Headquarters arcaj )
the objective of CRAFT is to tailor existing attonation,
techniques to field information management neceds. :

When discussing CRAFT and SAFE, it is important to
recognize that ALLSTAR has existed and been incrementally
expanded upon-since 1862. We would not be proceeding with
the CRAFT concept if ALLSTAR did not already stand at its
center. The DO, of course, recognizes a number of common
goals and technigues in CRAFT and SAFE and for this reason is
following SAFE developments closely. The DO's requirements
have been inciuded in the specifications for the new Delta
Data standard terminal. We have funded our phase of the
ADSTAR (DORIC/W) (remembering that ours must be. compartmented
from other Agency holdings), and we contribute to the wide—
band BUS »ra-Headquarters networking project. We are
collaborating with the Office of Communications with respect
to mainterance of equipment overseas and to disseminate
correspondance in machine language through automated regis-—
tries (APAR3) similar to the project recently installed at
the Department of State.

o

Y (L3 cr b
J L U e
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We belisve we can offer the SAFE project some practical
experience to support SAFL development, both in terms of user
reaction, recovery of machine language references, access

controls, =nd avtomated technigues for compartmentation and
protection of sources and methods. This last point is par-—
ticularly :important: computerization and automated dissem—
_ination of large masses of classified data tend to be more
sensitive and revealing than any one individual item of
information. Data spillages, breakdowns in compartmentation,
centralized holdings, breadth and speed of computer gquerics | , |
all adulterate efforts to protect sources and methods. , §
tihile data encryption and other developing ‘computer security ;) |

techniques will help, standalone minicomputers,. the complete

containment of DO systems and data, and a centralized control -
and managec=nt of all our information systems are so far the »7‘
only proven rmethods to assure restricted and secure handlin%-sf%hlﬁl4:
=

|

of data on the paople and methods that enable the DO to do

its business. . - v
) ' ‘ N (T

&
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The-‘l‘es‘-:ba-d system will be installed in FY 1980. 25X1A
FY 1979 through FY 1981 costs (in thousands) for this
system are givsen below:

FY-78 FY-79 FY-80 ry-gl1 Total
Capital Investzent - 340 140%** EQrFH& , : 54Q
Personnel angd Travel 60%* 150#%% % 150%** 27 387
Contractual S=rvices  —~ - \ : . e
Equipment Renitzal —— 13 ) 13
Supplies, Maintenance 2 - 15 T e e - A7
ObP Costs - 15 Ce— e _ 15
TGTAL 402 333 210 27 972

* 2 IMS perscns and part time OC,OS,OL:'includes overseas TDY
*% Upgrade for mini 87k, commo equipment and spare partg 50k
*%% 4--5 IMNS persons and part time OC, 0S, OL )
*EXE 3 additional.word processing terminals

The first CRAFT Pilot system (called the Prototype rutomated Field
Systen) for large field stations will be installed at an averseas
field station in FY 1982. FY¥ 1979 through FY 1981 costs (in )

thousands) are 25 follows: ,
FY-79 FY-~80 FY-81 Total
Capital Investma2nt - 250%* - 270%%% 520
pPersonnel and Travel — 15%** 160% %> 235
Contractual -Services = - e : -
Equipment Renizi - ‘ —— - e
Supplies, Maintenance —— 15 . 25 4(
ODP Costs ' . S e
TGTAL - 340 . 455 . 795

* ] mini-computer with upgrade 250
*% 2 IMS persons and part time o¢c, 05, OL
x*x* {ord proca3sing terninals and communications eguipmnent
*x%* 4-5 IMS persons and part time OC, 0S, OL

&
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Success davelopment of the Prototype Automated Field

£
system will p
system to large st [
deployment gchedule and related costs for FyY-82 through FY-85
follows:

FY Funds

inflation.

-
Y
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& t us to finalize the design of our systemn for
large staticns zand start deployment of a production model of thi
arge stations beginning in FY-83. A summary of our

*

5

. Installation

rxr \ :

1982

1983

1984

1985
#Coske for each Production mocdel system is cotimated to be 700k.
This estimate is based on projected costs for the Prototype -
Antomated Field system. Costs cited above include allowance foi



CRAFT MILESTIHES .

schedule for the Domestic Testbed Pilots and
Field Systems are listed below:

Wy

_ A ter
the Autoxmat

&1
(5 A
Qi et

FELWEY Fato

MILESTCNEE FOR DOMESTIC TESTBED SYSTEMS

1978

January o Ol prepared vork orders for EA and TW
office modifications . E '

25X1A o Coordinate key sections of requircments
‘ Gocunent with |

o OC to receive maintenance training for
Vydec word pProcesSOrS.: ' -

February o Delivery of information storage and
retrieval mini-computer to 1S Headquarters
SDC- - - -

o Complete Security Survey of SbC.

© Begin Site preparation Headquarters,SHC.

March - o IMS assisted by ODP completeS requirements
definition for Testbed system-

o Completes office modifications to I <1 A
EA Branch.

April

o OC to begin assenbly and testing of Vydec
comnunications package in IMS Headquartcers spC.

o Complete office modifications to -é’lA

W Branch.

o 1IMS completes Testbed Project Management Plan.

SECRET
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April (continuead) .

-

o Complete coordination of requirements

docunent with ||| G 25X1A

0 Begin detailed Testbed design.

o Install Vydec workstation withoui
comnunications feature) at 25X1A
. YW Branch. o _
, o IMS/SG assumes Projéct:Management for
. S . Testbed. : I '

, o Complete site preparation for relocation
25X1A oI s: Branch.

May | o Install Vydec workstation (without ° .
conmunications feature) at—25X1A

EA Branch. ; -

___,‘_ SE Branch relocates.

o OC completes Tempest testing of Vydec -
" configurations. ' b

25X1A

e

June 25X1A,.>i° Install Vydec workstation at ‘current

O IMS'and,OC complete testing communicating
. Vydec workstations at IMS Headquarters SDC.

July ' | '1_‘9' Tnstall Vydec workstation in NG 1A

: 5% Branch.
August - o0 0C installs Vydec communications fealgkge
» . and encryption hardware at allﬂ
. sites. : ' ;

o FR reconfigure new Base Headquarters site.
o OL and OC specify office layout and powey

. and environmental requirements required
at new Base Headguarters silte.

2
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September

December

January

25X1A

o

0C Tech receives Honeywell maintenance
training.

Coﬁplete construction of office space
at new Base Headquarters site.

OC completes ralntenance training for
mini-computers.

Complete office modifications to

»
’ Y -

!

Tnstall second Vydec with communicating
feature at Base Headguarters site.

'Iiiitall Videc Word Processors in .

Complete simulation testing of systew Xix
SDC in Headquarters. ~ E:

IMS and OC begin installatidh of .
nini-computers at new Base Headguarters.

Operational capability at- 25X1A

3
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. MILESTONES

1578

25X1A
1980

19381

1982

FOR AUTOMATED FIELD SYSTE%S

~

(3

i

Site Survey for first dverseas prototype.

First Overseas Prototype Requirepents and

Management Plans written.

Office modifications completed for first: ..
overseas prototype. ‘ '

Tralnlng for Mdlntenancc of overseas
eqguipment. . L

Word processing 1nstallat10n ai overseas
prototype. : .

Receive, test and load data to oversdas
prototype mini--computer.

FlrSL overseas prototype operatlonal

Major Lvaluatlon Document wrltten from
Domestic Testbed and First Overseas Pilot.

surveys for NG overseas . 25X1A
installations. -

Requirement and Management Plans written
for I overscas stations- ogyqa

&
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1983

o Deployment of cas stations.*®

1984
o beployment of overseas
stations.
1985 25X1A
o Deployment of overseas -
stations.
* beployment of any overseas stations will involve .
1. Site.surveys frOW Ims, 0C, OL, OS, OF por sonnel
2L reguirement and Management . Plans stating the needids ol
' the station and methods of implementation.: -
3. Office modificaﬁion if any. N
4. Transportation of equipment. - , T
5. User train in ng and feedback on the inproved services. ‘
6. Maintenance plan.

5
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